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Abstract: In the past few years, mobile ad hoc networks (MANETs) have emerged as a major next age group 

wireless networking technology. However, MANETs are vulnerable to diverse attacks at all layers, including in 

particular the network layer, because the design of most MANET routing protocols assumes that there is no 

malicious intruder node in the network. In this paper, we provide a of review Sybil attack and propose a method to 

prevent Sybil attack. 
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1.    INTRODUCTION 

A MANET is a type of ad hoc network that can modify locations and construct itself on the fly. Each device in a MANET 

is free to move autonomously in any direction, and will therefore change its links to other devices frequently. Each must 

forward traffic distinct to its own use, and therefore be a router. The primary challenge in building a MANET is equipping 

each device to constantly maintain the information required to properly route traffic. Such networks may operate by 

themselves or may be connected to the larger Internet. They may contain one or multiple and different transceivers 

between nodes. This results in a highly – dynamic, self-directed topology. MANETs are a kind of Wireless ad hoc 

network that usually has a routable networking environment on top of a Link Layer ad hoc network [1][2]. MANETs 

consist of a peer-to-peer, self-forming, self-healing network in contrast to a mesh network has a central regulator (to 

determine, optimize, and distribute the routing table). MANETs circa 2000-2015 typically communicate at radio 

frequencies (30 MHz - 5 GHz). The set of applications for MANETs is diverse, ranging from small, static networks that 

are constrained by power sources, to large-scale, mobile, highly dynamic networks. 

The design of network protocols for these networks is a complex issue. Regardless of the application, MANETs need 

efficient distributed algorithms to determine network organization, link scheduling, and routing. However, determining 

viable routing paths and delivering messages in a decentralized environment where network topology fluctuates is not a 

well-defined problem. While the shortest path (based on a given cost function) from a source to a destination in a static 

network is usually the optimal route, this idea is not easily extended to MANETs. Factors such as variable wireless link 

quality, propagation path loss, fading, multiuser interference, power expended, and topological changes, become relevant 

issues. The network should be able to adaptively alter the routing paths to alleviate any of these effects. Moreover, in a 

military environment, preservation of security, latency, reliability, intentional jamming, and recovery from failure are 

significant concerns. Military networks are designed to maintain a low probability of intercept and/or a low probability of 

detection. Hence, nodes prefer to radiate as little power as necessary and transmit as infrequently as possible, thus 

decreasing the probability of detection or interception. A lapse in any of these requirements may degrade the performance 

and dependability of the network. 

2.    ATTACKS IN MANETS 

A mixture of types of network layer attacks or intrusions are known for MANETs. In this Section we first present a 

classification of foremost network layer attacks and introduce some individual attacks. Classification of Network Layer 

Attacks Network layer attacks in MANETs can be divided into two main categories, namely:  



ISSN 2348-1196 (print) 
International Journal of Computer Science and Information Technology Research  ISSN 2348-120X (online) 

Vol. 3, Issue 3, pp: (325-330), Month: July - September 2015, Available at: www.researchpublish.com 
 

Page | 326  
Research Publish Journals 

2.1 Passive attacks 

2.2 Active attacks, as shown in Figure-1. 

2.1. Passive Attacks: Passive attacks are those where the attacker does not disturb the operation of the routing protocol 

but attempts to seek some valuable information through traffic analysis. This in turn can lead to the disclosure of critical 

information about the network or nodes such as the network topology, the location of nodes or the identity of important 

nodes. Some examples of passive attacks are as follows:  

 

Fig 1: Types Of Attacks 

Eaves dropping: 

Because of the wireless links in MANETs, a message sent by a node can be heard by every device equipped with a 

transceiver and within radio range, and if no encryption is used then the attacker can get useful information. The sender 

and receiver usually have no means of knowing that this attack has taken place. Although in most cases eavesdropping is 

not considered to be a severe attack, it could provide vital information in some scenarios and therefore researchers have 

focused on minimizing it. For example in [92] the authors analyzed the risk of eavesdropping as a function of the 

transmission range of the nodes and their geographical distribution.  

Traffic Analysis and Location Disclosure: 

Attackers can listen to the traffic on wireless links to discover the location of target nodes by analyzing the 

communication pattern, the amount of data transmitted by nodes and the characteristics of the transmission. For example, 

in a battlefield scenario, a large amount of network traffic normally flows to and from the headquarters. Traffic pattern 

analysis therefore allows an intruder to discover the commanding nodes in the network. Even if the data in a message is 

protected by encryption, traffic analysis can still be performed to extract some useful information. Although passive 

attacks do not directly affect the network’ functionality, in some MANET application scenarios, such as military 

communication, important information disclosure through traffic analysis or simply eavesdropping could prove costly.  

2.2. Active Attacks: In active attacks, intruders launch intrusive activities such as modifying, injecting, forging, 

fabricating or dropping data or routing packets, resulting in various disruptions to the network. Some of these attacks are 

caused by a single activity of an intruder and others can be caused by a sequence of activities by colluding intruders. 

Active attacks (as compared to passive attacks) disturb the operations of the network and can be so severe that they can 

bring down the entire network or degrade the network performance significantly, as in the case of denial of service 
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attacks. Therefore, in this paper we have focused on active network layer attacks. Active attacks can be further divided 

into malicious packet dropping attacks and routing attacks, as shown in Figure 1. Malicious Packet Dropping 

A path between a source node and a destination node in a MANET is established using a route discovery process. Once 

this has been done, the source node starts sending the data packet to the next node along the path; this intermediate node 

identifies the next hop node towards the destination along the established path and forwards the data packet to it. This 

process continues until the data packet reaches the destination node. To achieve the desired operation of a MANET, it is 

important that intermediate nodes forward data packets for any and all source nodes. However, a malicious node might 

decide to drop these packets instead of forwarding them; this is known as a data packet dropping attack, or data 

forwarding misbehavior. In comparison to deliberately malicious behavior, in some cases nodes are unable to forward 

data packets because they are overloaded or have low battery reserves; alternatively the nodes may be selfish, for example 

saving their battery in order to process their own operations. Packet dropping attacks differ from black hole and grey hole 

attacks (see below) because there is no attempt to “capture” the routes in the network. 

Routing Attacks: 

Both the reactive and proactive routing protocols are vulnerable to routing attacks because they route based on the 

assumption that all nodes cooperate to find the best path. Consequently, a malicious node can exploit the vulnerabilities of 

the cooperative routing algorithms and the lack of centralized control to launch routing attacks. In particular, the on-

demand (reactive) MANET routing protocols, such as AODV [19] and DSR [20], allow intruders to launch a wide variety 

of attacks. In the following we give examples of how different intrusive activities can cause various attacks in MANETs, 

illustrating them with AODV as the routing protocol. 

3.    SYBIL ATTACK 

It’s a digital dangerous world. Security and antivirus software is important for any network. One way security can break 

down is in a Sybil attack. Named after the case study of a woman with multiple personality disorder, a Sybil attack is a 

type of security threat when a node in a network claims multiple identities.  

Most networks, like a peer-to-peer network, rely on assumptions of identity, where each computer represents one identity. 

A Sybil attack happens when an insecure computer is hijacked to claim multiple identities. Problems arise when a 

reputation system (such as a file-sharing reputation on a torrent network) is tricked into thinking that an attacking 

computer has a disproportionally large influence. Similarly, an attacker with many identities can use them to act 

maliciously, by either stealing information or disrupting communication. It is important to recognize a Sybil attack and 

note its danger in order to protect yourself from being a target. First described by Microsoft researcher John Douceur, a 

Sybil attack relies on the fact that a network of computers cannot ensure that each unknown computing element is a 

distinct, physical computer. A number of authorities have attempted to establish the identity of computers on a network 

(or nodes) by using certification software such as VeriSign, employing IP addresses to identify nodes, requiring 

passwords and usernames, and so forth. However, impersonation, both in the real and digital worlds, is commonplace. 

Friends may share passwords, communities may share website registrations and some services provide a single IP address 

that is shared among users. Sybil attacks have appeared in many scenarios, with wide implications for security, safety and 

trust. For example, an internet poll can be rigged using multiple IP addresses to submit a large number of votes. Some 

companies have also used Sybil attacks to gain better ratings on Google Page Rank. Reputation systems like eBay's have 

also been victims of this type of attack. There are few sure-fire ways to protect a network from a Sybil attack, but there is 

a wide range of literature dedicated to discussing options for protection and verification of computing identities. One way 

is by using trusted certification in which a single, central authority establishes and verifies each identity via a certificate. 

Trusted certification is not foolproof, however, and it can use up large amounts of resources and bottleneck traffic on the 

network. Another option is called resource testing. The aim of resource testing is to determine whether a collection of 

identities posses fewer resources than they would if they were independent. Resource testing scans computing power, 

storage space, network bandwidth and other parameters to determine if the collection is from a single, Sybil-attacking 

computer or a series of true identities. Utilizing trusted devices is similar to using trusted certification to defend against a 

Sybil attack. In this case, identities are associated to specific hardware devices. Similar to a central authority creating 

certificates, there are few ways to prevent an attacker from attaining multiple devices. It is important to know what threats 

are out there. In a typical home or office setting, a Sybil attack may not have as much direct effect as a virus or Trojan 
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attack, but this type of attack can affect the fabric of internet commerce and communication. Understanding what a Sybil 

attack is and how to spot one is essential for any savvy internet user.  

4.     SYBIL ATTACKS IN AD HOC NETWORKS 

An ad hoc network is composed of mobile, wireless devices, referred to as nodes, which communicate only over a shared 

broadcast channel. An advantage of such a network is that no fixed infrastructure is required: a network for routing data 

can be formed from whatever nodes are available. Nodes forward messages for each other to provide Connectivity to 

nodes outside direct broadcast range. Ad hoc routing protocols are used to find a path end-to end through the cooperative 

network [14]. Each node needs a unique address to participate in the routing. Often addresses are assigned as an IP 

addresses or a unique media access channel (MAC) address. Because all communications are conducted over the 

broadcast channel, nothing but these identifiers are available to determine what nodes are present in the network. In 

unsecured routing protocols, such as DSR or AODV, these address-based identifiers can be easily falsie by malicious 

nodes, which presents an opportunity for a Sybil attack. However, allowing unauthenticated address presents a series of 

other attacks, including route direction, spoofing, and error fabrication [12]. Our methods work whether addresses are 

authenticated or not, though given the wide range of attacks possible against unauthenticated networks, Sybil attacks may 

not be the most significant problem present. Our methods will also work on disruption tolerant networks (e.g., [6]), 

however, just as such networks incur an extreme routing delay, there will be a corresponding large delay in successful 

sybil attack detection. Secured ad hoc networks can be classified into three broad groups, each of which can be 

susceptible to the Sybil attack. PKI-based protocols. Much of the initial work in ad hoc network security focuses on 

secure routing [12, ,13, 11]. A variety of protocols have been proposed to counter routing attacks, some of which require a 

central authority or other mechanism to distribute cryptographic material to nodes in the system prior to or during 

deployment. Systems involving a central authority are less flexible, and installing a central authority removes the chief 

advantage of ad hoc networks: the ability to form spontaneously from whatever nodes are available. Allowing nodes to 

join without pre-distributing keys leaves a potential Sybil attack. Threshold-based protocols. To avoid the untenable 

requirement of a PKI, other protocols use threshold cryptography. In such scheme, a group of trusted nodes distributes 

cryptographic material only if a subset of that group agrees on the trustworthiness of new members. Sybil attackers can 

additionally defeat schemes that rely on threshold cryptography because verifying the true number and independence of 

nodes in the network is difficult. If a Sybil attacker can generate identities to meet the threshold requirements it can 

effectively control the routing of the network.  

Reputation Schemes. Other security mechanisms for ad hoc networks include protocols for determining and maintaining 

reputation information about nodes in the group [3, 2]. Each node can develop trust in the other nodes that it believes are 

routing correctly. The Sybil attack undermines these protocols because a node can use multiple identities to falsely vouch 

for or otherwise support an identity that would otherwise gain a bad reputation. A reliance on cryptographic certificates or 

keys does not prevent the Sybil attack in general because one entity may be in possession of multiple keys. For example, 

if PKI credentials are simply purchased (e.g., through VeriSign), the PKI is reduced to a resource test of each identity’s 

wealth, which can be without bound. Unfortunately, implementing a stronger approach is problematic. This is because in 

practice it is untenable to create a foolproof system that can scale to a significant number of users to check identities for 

independence before the keys are issued. Deploying foolproof systems touches on issues including physical security and 

attacks involving social engineering or physical force. It would require checking a person against some set of 

unforgivable documents; but even government-issued documents are forged regularly. In existing technique they followed 

RSS (Received Signal Strength), so if any nodes with RSS greater than the given threshold will be considered as the 

attacker. This approach is totally not applicable for the MANET because mobile nodes may have various signal strength. 

In order to prevent this attack a centralized approach is needed that will monitor the mobile nodes. 

5.  PROPOSED SOLUTION 

In the proposed solution we define a model in which different methods are used where the nodes are authenticated and can 

communicate with each other by exchange of secret keys which is valid only between the nodes that lay in the range of 

communication. The pattern of secret key is varied for every new communication so that it prevents the intruder making 

use of the same key in the next consecutive interaction in the network. The mode of communication is illustrated in the 

below figures with the algorithm. 
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X’ Represents the part of the node that 

Requests for the key. 

Y’  Represents the part of the node that 

Process the requested the key. 

n Takes the value of the node to which 

Request is sent. 

d Constant with the value 1 

Algorithm 

Req_Key  rand (); 

X’  Req_Key + (n-1) d 

//X’ represents the key generated at the sender side which is compared with the key 

at the receiving side. 

Y’  a + (n-1) d 

//Y’ represents the key generated at the receiving side which is sent to the sender that is requesting communication. 

If ( X’==Y’) 

Then initiate communication between them 

Else 

Report node as invalid 

           

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2: Key Generation 
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In the above figure 2, the node 1 initiates the communication with the node 2 by sending a Req_Key which is generated 

randomly using Rand () function, the node 2 then generates the key Y’ which is compared with the key X’ at the node 1. 

If the two keys match then the communication is further continued. In case the node 2 fails to generate the requested key 

Y’, node 1 can confirm that the node with which wishes to communicate is an intruder or it may be out of the 

communication range. The method of generation of the secret key is only implemented for the valid nodes that lay in the 

Ad _ hoc network. In case an intruder is willing to participate in the communication, it fails to do so as it is not aware of 

the implementation. 

6.   CONCLUSION 

In this paper we try to propose a technique that prevents the invalid node that is an intruder from participating in the Ad – 

Hoc networks. This prevents the hacking of data by a third party and hence provides a flawless communication among all 

the node in the wireless network. The method adopted is comparatively very simple to implement and makes the network 

more undemanding. 
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